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The World  We Face

The days of closed, unconnected operational management

systems are over with connectivity and communication

protocols becoming the norm.

This provides a backdoor for hackers and cyber criminals

into corporate networks allowing easier virus transition to

every piece of the network.

A network is only as strong as the weakest link and this is

often a connected device.

Protecting information systems and manufacturing lines

from cybercrime threats is becoming a critical issue.

Connected Devices
Over 30 billion connected devices

worldwide, set to rise to 80 billion by 

2025

Big Data
Digital universe expected to reach

44 trillion gigabytes (44 zettabytes) 

by the end of 2020

Protection
Firewalls and security systems must 

be in place for every device on the 

network



Cyber attacks used to be people with mischievous intent or 
grudges against individuals or organisations, but this balance is 
changing to sources who are far better funded and organised.

Organised criminals have now become heavily involved with 
cyber crime to steal valuable information from which to make 
money.

State sponsored cyber crime is also becoming far more 
prevalent with the purpose of disrupting industries and foreign 
governments.

While most companies and organisations will not be specifically 
targeted, they can be just as seriously impacted as ‘collateral 
damage’ in areas such as; Drop in company valuation, 
Regulatory fines, Loss of sensitive IP, Operational disruption.

Scale of
the Problem



7 in 10 businesses are 

not prepared to respond 

to a cyber attack

The number of groups 

using destructive malware 

increased by 25% in 2018

The average cost of a 

data breach in 2020 will 

exceed $150 million

There is a hacker 

attack every 39 

seconds

Attacks on IoT 

devices tripled in 

the first half of 2019

The average length of 

time to identify a 

breach is 206 days

Cyber
Statistics



Be Prepared
A cyber defense strategy must 

be multi-layered and encompass 

the following high-level elements;

Threat defence to 
keep malware 

and hackers out

Threat detection 

in case defence is 

breached

Must cover both 

data and 

applications

Disaster recovery 

to restore assets 

to pre-attack 

status

Business Continuity 

to keep business 

functioning during 

recovery

Staff education 

and training 

including attack 

simulations



OT is harder to protect because of ageing technology and legacy closed systems. Security 

products that work well in the IT environment are less effective in the OT environment.

(OT) cyber security focuses 

on safety and maintaining 

availability

(IT) cyber security focuses on 

protecting confidentiality and 

integrity of data

Information Technology Operational Technology

IT vs OT 



Operational Technology (OT) systems are made up of 

hardware and software that monitors and/or controls 

industrial equipment. They are also referred to as 

Industrial Control Systems (ICS).

Traditionally, OT systems had no connection to the 

outside world, were managed by humans and relied 

upon proprietary protocols and software. They were a 

fairly insignificant target for hackers as there was no 

networked interface to attack and nothing to gain or 

destroy. 

Today, we see increasingly more OT systems being 

brought online to deliver big data and smart analytics as 

well as adopt new capabilities and efficiencies through 

technological integrations. This transition from closed to 

open systems has generated a slew of new security risks 

that need to be addressed.

Operational
Technology



Our Cyber Assessment Tool (CAsT) identifies security weaknesses in operational 

assets to increase an organisations resilience to emerging cyber threats. 

By creating visibility of risks and modelling the impact of proposed changes, CAsT 

can protect your business and digital operations from the detrimental effects of 

cybercrime.

Value 
Proposition 

The future of process manufacturing is Industry 4.0 which

increases number of device connections and therefore infiltration 

risks. Whether you are a small or global supplier, the cyber risk 

associated with a connected factory becomes critical.

By providing a cost-effective roadmap using predictive ‘what if’ 

scenarios to aid strategic decision making and planning you can 

protect your digital investments.



Inventory

Assessment

Visualisation Re-audit

Remediation

Full visibility of your OT 
equipment, connections 
and networks

Risk scores assigned 
based on structured
business and technical 
questioning

Visualising and exploiting 
assessment data to 
enhance managerial 
understanding and 
governance.

Ongoing investment 
and risk tracking 
ensured through 
regular reviews

Impact of proposed 
changes modelled on
scoring to aid strategic 
decision making and 
remediation planning

How CAsT Works



CAsT
Features
Simple Configuration
CAsT uses intuitive inputs to help 
to easily map your business to 
structure your data.

Photo Capture
Attaching equipment images  
provides an added layer of data 
gathering.

Flexible Infrastructure
Individual sites can be mapped 
out using networks, buildings 
and locations, allowing assets 
to be uniquely identified.



Each asset is assessed against a set 

of criteria developed by industry and 

cyber security experts.

CAsT also assesses your 

organisation’s cyber security policies 

and business practices to give you 

an encompassing assessment of 

your cyber resilience.

CAsT can then simulate how 

technical and policy changes can 

affect your risk score and help deliver 

an effective cyber security strategy. 

Audits



Data 
Visualisation
Data from CAsT is fed to our data 

visualisation software to allow you to easily 

see the results.

Audit results are dynamically linked to 

CAsT in real time in a way that is easy to 

navigate. 

Our intelligent scoring system lets you 

compare your results across many 

categories so we can see your strengths 

and weaknesses.



Whether you are looking for a 
high-level overview, or to drill 
down and investigate the small 
details, all the assessment 
results and raw data can be 
found at your fingertips.

Compare data across sites, 
processes, networks and 
buildings all the way down to 
comparing individual pieces of 
equipment.

Drill Down



A common misconception is that cyber 

security is purely technical. It applies to 

organisation-wide policies and business 

processes too. That’s why we give a 

complete view of your organisation’s

approach to OT cyber security.

The comprehensive nature of CAsT and 

the flexibility of the visualisation tool is key 

to giving you an insight into what your 

cyber resilient organisation could look like.

The Bigger
Picture
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'DigTechGroup'digtechgroup.cominfo@digtechgroup.com 'Digital Technologies Group'

We bring ideas 
to solutions…


